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Todos C400 is an advanced end-user device which incorporates a number of
features, developed to ensure both secure authentication and transactions.

In unconnected mode the device can generate One-Time Passwords (OTPs) and
Challenge/Response codes, useful for portable authentication. It also supports
unconnected Sign-What-You-See, which means the customer can verify all transaction
data and sign the complete transaction using the device as a secure terminal.

In comparison to C200 the C400 model has a larger display which further improves Sign-
What-You-See functionality, and is for the benefit of menu functions and soft keys.

In connected mode Todos C400 supports the Mastercard CAP standard
for secure online payments, as well as PKI with Secure Pin Entry using the
pin pad. The device also supports Sign-What-You-See in connected mode,
directly linking it to the bank system via a secure connection.

Implementing Todos Secure Domain Separation concept, the device is equipped with four
function keys. The use of function keys increases awareness of what the customer is doing,
and is also a way for the customer to express act-of-will when performing a transaction.

Todos C400 also comes with Dynamic Signatures. By identifying the risk level of each
transaction, and introducing a more complex signing procedure for high risk transactions, the
bank can make the customer more conscious of the risk involved. This procedure guarantees
secure payments much like the customer is used to when making payments at the bank office.
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For further information about the Todos, the eCode system and our solutions, please contact us at info@todos.se.
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